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e The Securities and Exchange Commission and the
Public Company Accounting Oversight Board asked
for comments on management guidance for internal
controls and Sarbanes-0xley (SOX) auditing stan-
dards.

e The ASQ SOX Team educated them on how quality
and environmental management systems can sup-

port the design, management and auditing of SOX.
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Suppor

he Corporate and Criminal Fraud

Accountability Act of 2002, also known as

the Sarbanes-Oxley Act (SOX), increases
penalties for corporate fraud and imposes greater
oversight on accounting firms.!

SOX was passed in response to the accounting
scandals at Enron, WorldCom, Tyco and other
organizations. SOX’s goal is to protect investors by
improving the accuracy and reliability of corporate
disclosures, including quarterly and annual finan-
cial reports.

The law’s intent was to make the financial system
of control more transparent and to reduce the inci-
dence of corporate fraud. Congress expected the law
to protect the interests of investors through more
appropriate valuation of public company stocks.

The act established the Public Company



Accounting Oversight Board (PCAOB) as a sub-
sidiary of the Securities and Exchange Commission
to oversee the auditing and preparation of audit
reports by public companies. In 2003, SEC adopted
rules requiring stock issuer’s annual reports to
include an assessment of the company’s internal
control over financial reporting (ICFR) in addition
to an auditor’s report on that assessment.

PCAOB’'s New Auditing Standard

In 2004, the PCAOB created Auditing Standard
No. 2 (AS No. 2) to apply to the newly required
external audits.”

It soon became evident that compliance to the
auditing requirements of the act was very costly,
especially for smaller firms. PCAOB and the SEC
gathered information from public auditing firms,

> ~

.

held two roundtables and received feedback on
auditing small businesses.

This information highlighted significant benefits
from the focus on corporate governance, but at a
significant cost. There was concern that AS No. 2
encouraged auditors to perform procedures not
necessary to satisfy the intent of the act.

In response, the PCAOB proposed a new stan-
dard,’ and the SEC proposed a guidance document
for management to use in complying with SOX.*
The PCAOB and SEC asked for public comments
by Feb. 26, 2007.

Ron Atkinson, ASQ president at the time, and
the ASQ SOX Team each submitted comments on
the proposed documents.® After receiving the pub-
lic comments, the PCAOB published the final ver-
sion of the standard on May 24,° and the SEC
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published the final version of the guidance docu-
ment on June 20.7

The PCAOB proposal is designed primarily to

accomplish the following:

® Focus the audit on a risk based, top-down
approach. The auditor should direct testing to
the most important controls and emphasize
the importance of risk assessment.

¢ Eliminate unnecessary procedures, such as the
requirement to evaluate management’s report-
ing process.

¢ Allow a reduced number of walkthroughs
during audits. Walkthroughs are procedures
to evaluate the flow of transactions.

¢ Permit consideration of knowledge obtained
during previous audits and remove barriers to
using the work of others.

¢ Scale the audit for smaller and less complex
companies.

¢ Simplify the requirements by reducing detail
and specificity, which should result in better
readability and an improved sequential flow
of the audit.

¢ Align the key terms and concepts with those
found in the SEC guidance document.

e Discuss fraud risk and antifraud controls at the
beginning of the standard to emphasize the
importance of these matters in assessing risk.

¢ Explain the effect entity level controls have on
selecting and testing other specific controls.
Entity level controls test functions at the top
of the organization.

SEC'’s Interpretive Guidance

The SEC’s interpretive guidance for manage-
ment to use in its evaluation of ICFR as required
by section 404 of SOX focuses on conducting a top-
down, risk based evaluation and is intended to
help companies of all sizes complete their annual
evaluations effectively and efficiently. An evalua-
tion that complies with the guidance is one way to
satisfy the SEC requirements.

The SEC set two broad principles for conducting
the evaluation:

1. Management should evaluate whether it has
implemented controls that adequately address
the risk that a material misstatement of the
financial statements would not be prevented
or detected in a timely manner.
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2. Management'’s evaluation of evidence about
the operation of its controls should be based
on its assessment of risk.

In addition, the guidance relies on general prin-
ciples rather than being prescriptive. This allows
an organization to tailor its responses to their struc-
ture and circumstances.

The 2003 SEC rules implementing SOX Section
404 required management to use a framework for
evaluating ICFR. The rules do not mandate a spe-
cific framework, but they do identify the “Internal
Control—Integrated Framework” created by the
Committee of Sponsoring Organizations of the
Treadway Commission (COSO) as an example.®

As SOX was implemented, many management
teams used the prescriptive AS No. 2 auditing
standard instead of COSO. This resulted in dupli-
cation and high implementation costs. The SEC
guidance is expected to bring organizations back
to using COSO.

Comments on AS No. 5
And the Interpretive Guidance

In 2003, four members of ASQ’ recognized the
opportunities for quality management systems
(QMSs) and environmental management systems
(EMSs) to support the financial managing organi-
zations in satisfying SOX. They formed the ASQ
SOX Team, and the SOX Community was created
later as the first ASQ community of interest.

The SOX team comments are intended to identify
parts of the two documents that can be supported
by specific quality and environmental management
principles, tools and techniques. The team used the
ISO 9001 and ISO 14001 standards to illustrate its
comments.

The use of monitoring, measurement and data
analysis to identify and correct potential risks: AS
No. 5 requires company level controls that include
controls to monitor the results of operations.
Clauses 8.2.3 and 8.2.4 of ISO 9001 and 4.5.1 of ISO
14001 require monitoring and measurement of
products and processes on a regular basis.

ISO 9001, clause 8.4, requires analysis of data
generated by clauses 8.2.3 and 8.2.4 as well as cus-
tomer satisfaction and supplier data. This analysis
can provide information to auditors on the early
identification of risks by the organization.

Maintenance of records: AS No. 5 requires the



company’s ICFR to include policies and proce-
dures pertaining to records that accurately and
fairly reflect the assets of the company and provide
reasonable assurance that transactions are recorded

to permit ICFR.

ISO 9001, clause 4.2.4, requires that records be
legible, readily identifiable and retrievable, and
that a documented procedure be established to
define controls needed for identification, storage,
protection, retrieval, retention time and disposition
of records. These controlled records can be used by
external auditors.

Personnel competence: AS No. 5 discusses com-
petence in several places. For example, it says,
“The impact of the work of others on the auditor’s
work also depends on the relationship between the
risk and the competence and objectivity of those
who performed the work.”

It also says, “The auditor should test the operat-
ing effectiveness of a specified control by determin-
ing whether the specified control operated as
designed and whether the person performing the
control possesses the necessary authority and qual-
ifications to perform the control effectively.”

1SO 9001, clause 6.2.2, and ISO 14001, clause
4.4.2, require determination of competence, provi-
sion of training and evaluation of the effectiveness
of the training.

With respect to qualifications of internal quality
and environmental auditors, RABQSA and ASQ
provide certification of these auditors, so their
work can be used by SOX auditors.

Clarification of management’s roles and
responsibilities: AS No. 5 requires the auditor to
assess whether management’s philosophy and
operating style promote effective ICFR.

ISO 9001, clause 5.1 on management commit-
ment, requires top management to provide evidence
of its commitment to the development, implementa-
tion and continual improvement of the QMS.

AS No. 5 also says the auditor should test the
design effectiveness of controls by ensuring that
they are operated by persons with the necessary
authority and competence and can prevent or
detect errors or fraud.

1SO 9001, clause 5.5.1, and ISO 14001, clause
4.4.1, require top management to define responsi-
bilities and authorities, and communicate them
within the organization.

Using the work of others: AS No. 5 says that for
auditing of internal control, the auditor can use the
work performed by, or receive direct assistance from,
internal auditors, company personnel (in addition to
internal auditors), and third parties working under
the direction of management or the audit committee.

AS No. 5 also says the auditor should under-
stand the flow of transactions related to the rele-
vant assertions, including how these transactions

With respect to qualifications
of internal quality and envi-
ronmental auditors, RABQSA
and ASQ provide certification
of these auditors, so their
work can be used by SOX
auditors.

are initiated, authorized, processed and recorded.
The auditor can perform walkthroughs to test
design effectiveness. A walkthrough consists of a
mix of inquiry of appropriate personnel, observa-
tion of the company’s operations, inspection of rel-
evant documentation and retesting of controls.

It is clear from these comments that robust
QMSs and EMSs can provide valuable support for
compliance to AS No. 5, particularly because of the
standard’s numerous references to using the work
of others.

Team Comments on the
New SEC Guidance

The SOX team also commented on the various
areas of support QMSs and EMSs can provide top
management in ensuring the effectiveness of a sys-
tem of internal control, as covered by the SEC’s
guidance for reporting ICFR.

Preventive and corrective action: The guidance
says management can identify preventive controls,
detective controls or a combination of both, as
adequately addressing financial reporting risks.
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Preventive controls stop the occurrence of errors
or fraud that could result in a misstatement of the
financial statements, while corrective controls
detect and correct errors or fraud that have
already occurred.

1SO 9001, clauses 8.5.2 and 8.5.3, and ISO 14001,
clause 4.5.3, provide best practices and require doc-
umented procedures for dealing with actual and
potential risks, and also for taking corrective or
preventive actions.

The use of monitoring, measurement and data
analysis to identify and correct potential risks:

Organizations effectively
using the SEC guidance
should be able to satisfy the
requirements of the PCAOB
standard and pass the audit
performed by their external
auditor.

The guidance says monitoring activities must
assess the quality of internal control performance
over time.

ISO 9001, clauses 8.2.3 and 8.2.4, require moni-
toring and measurement of products and process-
es, and clause 8.4 requires analysis of data obtained
as a result of these clauses, as well as customer sat-
isfaction and supplier data. The results of the
analysis identify risks to the organization’s objec-
tives and provide inputs to the corrective and pre-
ventive action processes.

ISO 14001, clause 4.5.1, requires monitoring and
measurement of operations, and clause 4.5.2 requires
evaluation of compliance to legal requirements.

Controls to manage the organization’s docu-
ments and records: The guidance says manage-
ment’s assessment must be supported by evidence
that provides reasonable support for its assessment.
The nature of the evidential matter might vary
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based on the assessed level of ICER risk of the
underlying controls.

ISO 9001, clause 4.2, on documentation require-
ments, provides a method for controlling the doc-
umentation and records associated with the
procedures of the organization.

Clarification of management’s roles and respon-
sibilities: The guidance says management is respon-
sible for designing and maintaining ICFR and
performing an annual evaluation that provides a rea-
sonable basis for its assessment of whether ICFR is
effective as of fiscal year-end. Management uses its
knowledge of the business, its operations and
processes as part of the evaluation.

ISO 9001 aligns operational compliance with
financial evaluations in clauses 5.6 on management
review, 8.2.2 on internal audit and 8.4 on analysis
of data. ISO 14001 does this in clauses 4.6 on man-
agement review, 4.5.5 on internal audit and 4.5.2 on
evaluation of compliance.

Using the work of others: The guidance notes
that both the COSO framework and the Turnbull
report say that determining whether a system of
internal control is effective is a subjective judgment
resulting from an assessment of whether the five
components (control environment, risk assessment,
control activities, monitoring, and information and
communication) are present and functioning effec-
tively.

The quality and environmental management
systems provide support for the five COSO compo-
nents through compliance to ISO 9001 and ISO
14001. This support is described in detail in my QP
September 2005 article, “Mitigate SOX Risk With
ISO 9001 and 14001.”"

Why Two Documents?

The effort by the SEC and PCAOB to refocus
SOX to a risk based, top-down approach will result
in organizations concentrating on the key controls
that can indicate the possibility of material mis-
statements in financial statements.

This focus will reduce the cost of compliance,
allow organizations to emphasize their important
business processes and foster the use of quality
improvement tools. The result will be more effec-
tive operations.

The reason there are two documents covering
the same basic process is that they deal with two



different aspects of the SOX compliance effort:
1. The PCAOB standard is aimed at the external

auditing process. This compliance based docu-
ment provides prescriptive requirements for the
auditor and the organizations being audited.

2. The principles based SEC document is non-
prescriptive and defines a method for ensur-
ing that management’s system of internal
control is operating effectively and is accept-
able to the SEC.

Of course, there are many similarities in the two
documents, and organizations effectively using the
SEC guidance should be able to satisfy the require-
ments of the PCAOB standard and pass the audit
performed by their external auditor.

The SOX team found opportunities in the two
documents for building quality into the SOX com-
pliance process. This includes the following key
practices of the quality and environmental commu-
nities:

® Preventive and corrective action techniques.

¢ The use of monitoring, measurement and data
analysis to identify and correct potential risks.

* Methodology for ensuring personnel compe-
tence.

¢ Controls to manage an organization’s docu-
mentation and records.

e (Clarification of management’s roles and
responsibilities.

® The use of the work of QMS and EMS person-
nel in a SOX audit.

The bottom line is that QMSs and EMSs and the
involved personnel can support financial manage-
ment in compliance to SOX. This was made clear in
the SOX team’s full set of comments to the SEC
and PCAOB.
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Please

If you would like to comment on this article,
please post your remarks on the Quality Progress
Discussion Board at www.asq.org, or e-mail
them to editor@asq.org.
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